3GPP TSG SA WG3 (Security) Meeting #93
S3-183463
12-16 November 2018, Spokane (US)
revision of S3-18xabc
Source:
Huawei, Hisilicon
Title:
New KI on slice authentication
Document for:
Approval

Agenda Item:
8.11
1
Decision/action requested

Propose a new key issue on slice authentication in TR33.813
2
References

[1]
3GPP TR 22.904 Study on user centric identifiers and authentication
3
Rationale




SA1 has completed its study on the cases and potential requirements for slice authentication [1]. The objective of this key issue is to study a mechanism to determine whether slice authentication is needed for slice assignment and how slice authentication is performed. 
4
Detailed proposal

pCR
***
BEGINNING of 1st CHANGES
***

Z
Key issues
Z.X
Key Issue #X: Slice authentication
Z.X.1
Key issue details

A user-centric authentication layer on top of the existing subscription authentication, i.e. Primary authentication based on SUPI, has been studied in TR22.904 for 5G Release 16 [1]. Use cases are developed and potential requirements are derived for slice authorization. For example, a gaming company may provide tiers of services, each tied to a network slice provided by operators. Since the user subscription information is with the company, the 3GPP system shall, based on the study, support a mechanism to determine whether slice authentication is needed for slice assignment and how slice authentication is performed. 
The objective of this key issue is to answer the above questions and provide secured slice authentication mechanisms.  
Z.X.2
Security threats 
Without slice authentication, operators may not meet the service demands from industry efficiently. Without standardized slice-authenticcation mechanisms, it will be costly for operators to develop proprietary workarounds or subject to potential security risks when interacting with third party networks. . 
Z.X.3
Potential Security requirements



· 5G system shall support Slice Authentication
· Slice Authentication is optional to use. 
***
END OF 1st CHANGES
***
***
BEGINNING OF 2nd CHANGES
***
Instruction to Rapporteur: Add in the following references
[1]
3GPP TR 22.904 Study on user centric identifiers and authentication
***
END OF 2nd CHANGES
***
